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MFA Overview 

To enhance data security, all ebtEDGE™ applications have Multi-Factor Authentication (MFA) 
enabled. MFA requires that when you log in to the Cardholder Portal or the ebtEDGE Mobile 
Application, you enter your User ID, your password, and now also a One-Time PIN that is sent 
by text message or by email. 

If you do not want to use your phone or email to receive a One-Time PIN, you can choose to 
answer a challenge question along with your User ID and password to log in. 

For help with Cardholder Portal issues, please email 
ebtEDGE.Cardholder.portal@fisglobal.com. Include your Cardholder Portal User ID, the last 4 
digits of your card number, the state that issues your benefits, and the name on your card.  

Also please confirm you are using the ebtEDGE™ application. Other applications may not 
function properly. The following graphic logo used for the ebtEDGESM Mobile Application is a 
trademark of FIS:  

 

First-Time User Login with Initial MFA Setup 

This topic includes the steps for a first-time user to create an account and log in for the first time 
with MFA.  

Note:  If you already have a user ID, skip to the next section. 

1. Navigate to the ebtEDGE Cardholder Portal Login page and select the Register Here 
link on the Login page. 

 

mailto:ebtEDGE.Cardholder.portal@fisglobal.com
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2. Enter your new User ID, Password, First Name, Last Name, Email Address, and 
Mobile Phone number. 

 

 

3. When all the fields are complete, select Register. 

 

 

4. The confirmation popup is displayed. 
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5. Select OK to set challenge questions. 

6. Select and answer three (3) unique challenge questions. 
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7. After you select and answer all three (3) challenge questions, select Add. Click OK on 
the confirmation pop-up to go to the Login page. 

 

 

8. When the application prompts you to log in, enter the User ID you created above and 
select Proceed. 

 

 

9. Enter the Password you created in step 2. 
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10. Select Login. 

11. Select a One-Time PIN (OTP) device. Options include: 

o I want to continue using challenge questions to verify my identity instead of 
receiving a code by email or text. You must also select either Email or Mobile, 
but you will not be sent a One-Time PIN. 

o Default Email – (displays masked email address) You will receive an email with 
your OTP each time you log in. 

o Default Mobile – (displays masked cell phone number) You will receive an SMS 
(text) message with your OTP each time you log in. 

 

 

12. Select Proceed.  

13. You will be logged into the application. During subsequent logins, you will have to enter 
an OTP or Challenge Question with User ID and Password. 

Returning User Login with Initial MFA Setup 

This topic includes the steps for an existing user to set up MFA for the first time. 

1. Navigate to the ebtEDGE Cardholder Portal Login page. 
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2. Enter your User ID and select Proceed. 

 

 

3. Enter your Password. 

 

 

4. Select Login. 

5. Select a One-Time PIN (OTP) device. Options will be: 

o I want to continue using challenge questions to verify my identity instead of 
receiving a code by email or text. You must also select either Email or Mobile, 
but you will not be sent a One-Time PIN. 

o Default Email – (displays masked email address) You will receive an email with 
your OTP each time you log in. 

o Default Mobile – (displays masked cell phone number) You will receive an SMS 
(text) message with your OTP each time you log in. 
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6. Select Proceed. 

7. You will be logged into the application. During subsequent logins, you will have to enter 
an OTP or Challenge Question with User ID and Password. 

MFA Login after Initial Setup with OTP 

This topic includes the login steps for an existing user who opted to receive an OTP by email or 
text message (SMS). 

1. Navigate to the ebtEDGE Cardholder Portal Login page, enter your User ID, and select 
Proceed.  
 
The system automatically sends an OTP to the registered email address or phone. 
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2. Enter your password and OTP, then select Login. This takes you into the application. 
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3. If you select “Yes, this is my computer or mobile device that I use regularly,” you will not 
be prompted for an OTP for the next 24 hours.  
 
If you are not using your regular device, select “No” to keep your account secure. 

MFA Login after Initial Setup with Challenge Questions 

This topic includes the login steps for an existing user who opted to answer a Challenge 
Question instead of receiving an OTP. 

1. Navigate to the ebtEDGE Cardholder Portal Login page, enter your User ID, and select 
Proceed.  

 

 

2. Enter your password and select Login. 

 

3. One of your selected challenge questions is displayed, in a random sequence. You may 
select Skip Question to answer another one of the three you set up. 
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4. Type in your answer to the Challenge Question and select Validate. You will be logged 
into the application. 

Resetting Your Password 

This topic includes the steps for changing your password. 

1. Select the Trouble signing in? hyperlink from the bottom of either Login page.  

 

Login page 
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Login page with prompts for Password and PIN Code (OTP) 
 

2. That opens the Problems signing in to your account page. Select I forgot my 
password. 
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3. Enter your User ID (username) in the field and select Proceed. 

4. The next step depends on your initial setup. There will either be a prompt to answer all 
challenge questions or to receive an OTP. 

Both screen options are shown below: 

 

Challenge Question Configuration 

Or 
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OTP Configuration 
 

5. Select Proceed.  

6. In both scenarios, a message displays saying that a temporary password has been sent 

to your email address.  

 

 

7. Select OK to return to the Login page. Check your email to see the temporary password. 

 

 

8. Enter the temporary password and select Login. 
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9. After signing in with the temporary password, you are immediately provided with 

instructions to change your password on the Change Password page. Enter the 

temporary password and then enter your selected password twice. 

 

Change Password  
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10. Select Proceed to be logged into the application. 

Finding Your OTP Device 

This topic includes the steps to follow if you forget where you registered to receive an OTP. 

1. Select the Trouble signing in? hyperlink from the bottom of the Login page. 

 

 
 

2. Select I have problems with the One-Time-PIN.  

 

 

3. Enter your User ID and select Proceed. 
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4. Select the first option, I don’t know my One-Time-PIN device. Enter your password 
and select Proceed. 

 

 

A success message advises you that an email was sent to the email address on file. 
Depending on your setup, the email will contain the phone number or email address that 
you used for your OTP. 

 

 

5. Select OK to return to the Login page. Enter your User ID and select Proceed. 
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6. Check your email. If you have entered more than one email address, check all to find 
this confirmation of your selected device. 

 

Sample email saying that OTP is a phone 
 

7. The OTP that you will need to log in with will be sent to that device.  

Resetting Your OTP Device 

This topic includes the steps to follow if you need to reset the email address or phone number 
where you registered to receive an OTP. 

1. Select the Trouble signing in? hyperlink from the bottom of the Login page.  
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2. Select I have problems with the One-Time-PIN. 

 

 

3. Enter your User ID (username) and select Proceed. 

4. Select the second option, I want to reset my One-Time PIN device. Enter your existing 
password, and select Proceed. 
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A success message advises you that an email was sent to the email address on file 
containing instructions to reset the device where you receive your OTP. 

 

 

5. Click OK to return to Login page. 

6. Select the long hyperlink in the email. 
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7. The link will open the Login page with a confirmation of OTP reset. Enter your password 
and select Login. 

 

 

8. Select an OTP device. If you select to use challenge questions, you must also select 
Email or Mobile as a backup method. 
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9. Select Proceed.  

10. You will be logged into the application. During subsequent logins, you will have to enter 
an OTP or Challenge Question with User ID and Password. 

Add a New Device 

The Add a New Device option appears while you are selecting which device to use to receive an 
OTP. Add a New Device allows you to designate a different phone number or email address 
than the one you initially registered. 

Follow the steps for initial registration or for resetting your device to the point where you get the 
Select OTP page.  

1. On the Select OTP page, select + Add a New Device. In this example, the user is going 
to change the mobile number previously entered. 
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Select OTP page shows wrong phone number 
 

2. The Add New Device page allows you to give your device a nickname, enter the correct 
type of device, and enter either a different phone number or a different email address. 

 

Add New Device page with drop-down for Device Profile (type) 
 

3. The Device Profile dropdown allows you to select the new device from the choices for 
OTP devices (SMS/Text or Email). 
 
If you select SMS/TEXT, the fields adjust for you to enter the correct mobile number. 
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Add New Device page after selecting SMS/TEXT from drop-down 
 

4. Select Save. You will see your update listed on the Select OTP page. 

 

Select OTP page with correct number added 
 

5. Click on Proceed to go to the Login page and receive your OTP on the new device. 



ebtEDGE Multi-Factor Authentication 

Cardholder Portal and Mobile Application 

Copyright © 2024 FIS™ and/or its subsidiaries. All Rights Reserved. 
ebtEDGE is a registered trademark of FIS. FIS confidential and proprietary information. 

26 

MFA Settings in Account Services 

To change your OTP selection, log in and navigate to MFA Settings in Account Services. 
Turning off the OTP means you will not be sent a one-time PIN even if that is what you selected 
upon registration. Instead, you will be asked a security challenge question upon Login. 

1. Select MFA Settings. 

 

Account Services with MFA Settings tile 
 

2. If you selected to receive an OTP at registration, the setting will show ON.  
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MFA Settings page with OTP in ON setting 
 

3. To stop receiving an OTP at Login, toggle to OFF.  



ebtEDGE Multi-Factor Authentication 

Cardholder Portal and Mobile Application 

Copyright © 2024 FIS™ and/or its subsidiaries. All Rights Reserved. 
ebtEDGE is a registered trademark of FIS. FIS confidential and proprietary information. 

28 

 

MFA Settings page with OTP in OFF setting 
 

4. Select SAVE, then click OK on the confirmation pop-up. 

5. At your next login, enter your User ID and select Proceed. 

 

Login page 
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6. Because you turned OTP OFF, you will only be asked for a password. 

 

Login with Password 
 

7. After selecting Login, you will be asked a challenge question. Select Skip Question if 
you would prefer to answer one of the other two challenge questions. Enter your 
response to the question and select Validate.  

 

Challenge question 
 

8. With the correct response, you will be logged into the application. 

If when registering, you selected to answer challenge questions to log in, the OFF setting will be 
displayed. If you toggle it ON, an OTP will be sent to the email address you entered at 
registration. 


